In this article, we study the political use of denial-of-service (DoS) attacks, a particular form of cyberattack that disables web services by flooding them with high levels of data traffic. We argue that websites in nondemocratic regimes should be especially prone to this type of attack, particularly around political focal points such as elections. This is due to two mechanisms: governments employ DoS attacks to censor regime-threatening information, while at the same time, activists use DoS attacks as a tool to publicly undermine the government's authority. We analyze these mechanisms by relying on measurements of DoS attacks based on large-scale Internet traffic data. Our results show that in authoritarian countries, elections indeed increase the number of DoS attacks. However, these attacks do not seem to be directed primarily against the country itself but rather against other states that serve as hosts for news websites from this country.
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As the importance and penetration of information and communication technology (ICT) is rapidly increasing worldwide, it is not surprising that attacks on this infrastructure have also increased steadily. One of the most common type of cyberattacks are denial-of-service (DoS) attacks, which aim to interrupt the operation of servers and websites by flooding them with data traffic. Many, if not most, of these attacks have criminal intentions, for example, targeting companies for ransom. However, DoS attacks are also used for political purposes. For instance, at the time of the Russian election on December 4, 2011, many independent Russian news agencies and opposition websites encountered DoS attacks when they published articles about potential election fraud. At the same time, there were reports of DoS attacks on government election bodies by activist groups, presumably as an attempt to protest against election irregularities (Roberts and Etling 2011) . These examples suggest that DoS attacks can indeed be employed for political purposes, either as a tool of censorship to silence the opposition or as a weapon of the weak against a mighty government. Is this a systematic pattern? What types of political regimes are particularly prone to this type of digital attack? And how do political events affect their occurrence?
So far, little is known about the political use of DoS attacks. Some work in political science studies cyberattacks (of which DoS attacks only constitute one example) in interstate rivalries (Valeriano and Maness 2014) . Asal et al. (2016) explore country-specific factors that lead to an increased frequency of politically motivated DoS attacks. Most recently, Kostyuk and Zhukov (2019) investigate the interplay between DoS attacks and battlefield events in Ukraine and Syria. While this work tells us something about the international drivers of DoS attacks, we have yet to examine the use of these attacks for domestic political purposes. As suggested by our introductory examples (and several others we describe below), DoS attacks have the potential to become a digital weapon of choice for governments but also opposition activists. Moreover, existing research has been limited to aggregated country-level comparisons (which make it difficult to trace the dynamic relationship between political events and the frequency of attacks) or studies with a countryspecific focus (which preclude insights into other cases beyond the one studied).
Our approach in this article is different. We analyze the use of DoS attacks for domestic political purposes across almost all political regimes worldwide and trace their occurrence at a high temporal resolution. In doing so, our focus is on election periods as one of the main focal points of political contention. There is considerable anecdotal evidence that cyberattacks occur frequently during election periods, especially in nondemocratic regimes (Freedom House 2017) . Governments in these countries have high incentives to use DoS attacks to censor regime-threatening websites, while for activists DoS attacks are a low-cost alternative to show their disagreement during contentious periods. For our empirical investigation, we rely on a data set of DoS attacks derived from Internet traffic observations on the network infrastructure. In contrast to media-based data on cyberattacks, we avoid reporting biases of different kinds, such as attacks that go unreported if they are not successful or if they target nongovernmental groups (Hardy et al. 2014, 1) . This attack data set is one of the most comprehensive and fine-grained data source on DoS attacks available, allowing us to determine the exact date and country of the attacked server and even capture attack attempts.
Using this data set, we conduct a statistical analysis on a sample of 186 countries with elections, using weekly observations from March 2008 through December 2016. Our results show only limited evidence for an increase of DoS attacks against servers within more authoritarian countries during time periods around elections. However, since opposition groups and media outlets frequently host their websites abroad, we use data on where each country's news media is hosted to measure whether the election prompted attacks on domestic media websites hosted internationally. Here, we find a pronounced and robust increase in the frequency of DoS attacks during election periods in more authoritarian regimes. This finding indicates that authoritarian regimes are likely using DoS attacks during election periods and other contentious periods to censor domestic media websites that are hosted abroad, taking advantage of the deniability and flexibility of DoS attacks to export censorship beyond their borders.
Related Literature and Theoretical Argument
While many scholars have praised the Internet as "liberation technology" for citizens in authoritarian regimes and underrepresented groups (e.g., Diamond 2010), others have also emphasized the enhanced possibilities for (authoritarian) governments to censor and repress (e.g., Morozov 2011) . The more recent literature has moved beyond this simplified distinction and emphasizes that the Internet can play both roles and that they are not mutually exclusive (e.g., Roberts 2018; Dragu and Lupu 2017; Tucker et al. 2017) . DoS attacks reflect this dual character of modern ICT: governments or state-near groups can use them to censor and temporarily disable unwanted outlets, while activists can use DoS attacks as a new tool to attack state servers in times of political turmoil. In the following, we discuss these two uses of DoS attacks, before arguing that both uses imply that DoS attacks should increase during election periods in more authoritarian countries.
A Tool for Censorship
According to Freedom House (2016) , more than 35 percent of the world's Internet population lives in regimes where the Internet is actively censored and online activists are harassed and/or surveilled.
1 There are many ways to manipulate content on the Internet. For example, governments pass legislation that restrict access to certain unwanted domestic websites and servers (Deibert and Rohozinski 2010) or apply pressure on the Internet service provider (ISP) to delete content (King, Pan, and Roberts 2013) . Other strategies are to harass online bloggers and discredit them in social networks (Pearce and Kendzior 2012; MacKinnon 2013) or use the Internet and social media for pro-government propaganda (Gunitsky 2015; MacKinnon 2013; King, Pan, and Roberts 2017) . While these methods of censorship may work for domestic websites, controlling websites hosted abroad is more difficult since the government does not have the jurisdiction to pressure international companies into removing content. Sophisticated regimes such as China and Saudi Arabia can block outside websites with firewalls, preventing citizens from accessing selected websites abroad from domestic Internet addresses (Boas 2006; MacKinnon 2013) . Even though firewalls can be evaded, often citizens are not sufficiently sophisticated or interested enough to route around them (Hobbs and Roberts 2018; Chen and Yang 2019) . A more drastic tool for controlling citizen access to foreign content that also is simpler for less sophisticated regimes is the temporary complete shutdown of the national Internet, for example, the Egyptian and Libyan Internet network shutdown that occurred during the Arab Spring (Dainotti et al. 2014; Hassanpour 2014 ).
2 DoS attacks can be used as another means of both domestic and international censorship; however, they have received little attention in the literature so far. The main effect of DoS attacks is to temporally restrict access to specific websites by targeting the hosting server. Conventional wisdom suggests that the political targets of DoS attacks are likely to be online newspapers or TV stations reporting on government-threatening news or opposition websites and regime-critical NGOs in general. In addition to temporarily shutting down a website, DoS attacks can function as a repressive signal to the respective outlet, which might consider selfcensoring in the future. While there is some anecdotal evidence that DoS attacks were also used to target ISPs in order to restrict the access to the Internet more generally (Villeneuve and Crete-Nishihata 2012) , this use is relatively rarer than targeted attacks on specific websites.
The fact that DoS attacks are not restricted to the censoring of servers within a country but are able to target servers abroad may be especially helpful for nondemocratic regimes since many opposition websites, news portals, and blogs are often hosted abroad to bypass direct national Internet control. Many countries also do not have the necessary network infrastructure to host servers reliably, which is another reason why websites can rely on hosting providers abroad. While the blocking of foreign websites is also possible with other means (e.g., Domain Name System [DNS] filtering or countrywide firewalls), only technologically sophisticated authoritarian countries are able to employ these tools and these methods only restrict the access for domestic users. In contrast, DoS attacks are relatively low cost, easy to employ, and are able to temporally disable access for the domestic population and international observers. According to a report about the Russian online black market, it is possible to buy DoS attacks starting at 70 US$ per day (Goncharov 2012) . In addition, DoS attacks are very precise and can be used to target particular websites and servers. Thus, DoS attacks are much cheaper than inducing a complete network outage, which is accompanied by high economic costs and international attention. Lastly, while the owners of a website may realize they are being attacked, DoS attacks are not obvious to website users and difficult to trace to the source of the attack (Deibert and Rohozinski 2010) . This means it is possible for governments to simply deny responsibility for these attacks and avoid national and international reputational costs.
Overall, these features suggest that DoS attacks are not only attractive for clearly nondemocratic regimes but also for semi-democratic governments that want to tilt the political playing field in their favor. Many of these governments are unable to opt for more drastic means of censorship (because they do not have the technical capabilities) or are unwilling to do so (because they want to be perceived as democratic). Instead, they rather use more subtle censoring tools. DoS attacks may be an attractive alternative to censor selectively government-threatening websites, while also allowing these governments the cover of plausible deniability.
Anecdotal evidence suggests that governments use DoS attacks during politically contentious times or outsource them to pro-regime groups or state-near hackers (Deibert et al. 2008; Deibert and Rohozinski 2010; Zuckerman et al. 2010) . For example, before the Russian election in late 2007, the website of the opposition politician and famous chess player Gary Kasparov was targeted by a DoS attack (Nazario 2009 ). Four years later, similar DoS attacks targeted many independent newspapers and blogs, as well as Internet TV stations, before and on the Russian election day, December 4, 2011 (Jagannathan 2012) . Some investigations highlight that many of these attacks were ordered by the Russian government and conducted by the pro-Kremlin group "Nashi" or loyal hacker groups using botnets (Carr 2011) . Beyond Russia, there are also widespread reports of DoS attacks on Burmese opposition websites during important events such as elections and protest anniversaries, where the opposition websites were targeted, even though their servers were hosted abroad (Villeneuve and Crete-Nishihata 2012) . One of the largest DoS attacks to date occurred during the Hong Kong protests in 2014 and was directed against the independent news and opposition websites Apple Daily and PopVote (Olson 2014) . Here, Chinese authorities were likely behind these attacks, in an attempt to still censor these outlets even though they had no direct control over the websites hosting providers. Another example of a country-sponsored use of DoS was the large-scale attack on the Chinese censorship circumvention website Greatfire.org, which even affected the global collaboration platform Github in 2015. A report by Citizenlab presented evidence that the Chinese government was behind these DoS attacks, calling the attack tool "China's Great Cannon" due to its impressive capabilities (Marczak et al. 2015) .
Apart from these cases, there are several media reports on attacks against independent news websites in Belarus, Azerbaijan, and other post-Soviet states, as well as in countries such as Turkey or Venezuela. These attacks happened primarily when websites reported on electoral fraud, protests, or repressive government actions (Cardenas 2017; Karnej and Whitmore 2008; Qurium 2017; The Turkish Newswire 2014; Yildirim 2016) . While all of these examples highlight that government actors are most likely to be the initiators of DoS attacks on critical and threatening websites, it is oftentimes not possible to attribute DoS attacks to specific actors. As shown in the case of the Russo-Georgian war in 2008, it may also be that patriot hacking groups (alone or complementary) use DoS attacks as they disagree with specific content and want to support their country out of patriot sentiments (Deibert, Rohozinski, and Crete-Nishihata 2012) .
A Tool for Contention
While as a powerful tool in the hands of governments, DoS attacks can also be used against them. Modern information and communication technologies have extended the contentious action repertoire for social movements and groups (Van Laer and Van Aelst 2010) . While there is extensive work on how the Internet helps groups and social movements mobilize (e.g., Diamond 2010; Enikolopov, Makarin, and Petrova 2018; Little 2016) , less research is concerned with exclusively digital forms of contention. DoS attacks are useful for activists groups because they can act as a form of protest against governments, punish governments for their actions, and throttle communication via government websites from the government to the broader population. Research in sociology and anthropology discusses the use of DoS attacks as a kind of protest for online activists (Coleman 2014; Jordan 2002; Milan 2015; Sauter 2014; Wong and Brown 2013) . Sauter (2014) argues that DoS "actions" conducted by activists should be perceived as a form of legitimate protest and civil disobedience. For example, in 2011, when the online collective Anonymous started with its "Operation Payback" against PayPal after the company refused to forward payments to WikiLeaks, the group used DoS attacks to temporarily shut down PayPal servers. For this operation, Anonymous distributed a custom-designed software called the "Low Orbit Ion Cannon," which turns users' computers into DoS attackers (Coleman 2014) .
It is not surprising that DoS attacks are often used by activists, since there are several advantages of DoS attacks for these actors. First, attackers do not have to be physically present and can start attacks from all around the world. Second, and in contrast to other forms of hacking, DoS attacks require very few technical skills but are still a powerful and visible tool to show disagreement. If, for example, government websites, mail servers, or official news agency of a country is not accessible for several hours, this is likely to be noticed by regime officials, citizens, and press agencies. Thus, these attacks make the regime look vulnerable or weak domestically and internationally. Furthermore, depending on the targeted website, communication and information flows by the regime to the broader population can be temporally distorted. Third, DoS attacks can come with relatively low costs with regard to possible legal or repressive consequences, as they are hard to trace back. This makes them particularly attractive for activists in more authoritarian regimes as a low-cost alternative to show disagreement (Dolata and Schrape 2016; Milan 2015, 551-52) . Nevertheless, some basic understanding of Internet technology is necessary for this. For example, many activists who used the "Low Orbit Ion Cannon" software for collective DoS attacks against PayPal and other websites in 2011 were later prosecuted because the program did not hide the attackers' Internet addresses (Olson 2013) . Therefore, while many of the abovementioned advantages are true, activists nevertheless need a basic understanding of Internet communication in order to use these attacks without being traceable.
Anecdotal evidence and studies about Anonymous and others show that their political actions have become more salient in recent years and that they mount attacks primarily as a reaction to real-world political events (Coleman 2014) . For example, the Iranian election fraud in June 2009 led not only to widespread physical protests but also to domestic and international activists using DoS attacks to protest the Iranian regime online. To show their disagreement, activists launched attacks against the website of President Ahmadinejad and other government institutions, including the official Iranian news agency (Beyer 2014) . In 2011, Anonymous also supported the widespread antiregime protests against authoritarian regimes in the Middle East and North Africa (MENA) region with attacks against government websites (Coleman 2014; Olson 2013) .
A more systematic study finds that on a yearly aggregate level, popular unrest and repression are a country's best predictors for being targeted by DoS attacks (Asal et al. 2016) . Although this finding is based on media-reported attacks and therefore might only reflect high-profile attacks, it highlights that activists are more likely to mount DoS attacks in response to real-world political events but also in response to systematic opposition harassment by a regime (Coleman 2014; Milan 2015; Olson 2013; Sauter 2014) . For example, the increased repression against Tunisian protesters in January 2011 triggered an outcry in the cyberspace. Shortly after, Anonymous started DoS attacks against the Tunisian regime in order to increase international attention (Coleman 2014, 152-53) . Likewise, when during Iran's 2009 election the regime responded with repression, DoS attacks became a useful tool to complement ordinary protest (Beyer 2014) . Supporting this finding, a survey by Holt et al. (2017) shows that the willingness to participate in real-world protests against governments and use cyberattacks against them is highly correlated.
Election Periods, Authoritarianism, and DoS Attacks
The previous discussion highlights that DoS attacks can be used for political purposes by governments and activists alike. If this is true, the intensity of DoS attacks should be higher in time periods of political contention. Elections constitute political focal points during which political confrontation is typically high, and this holds across democratic and autocratic regimes. While elections are obviously a core feature of the former, there are only very few autocratic regimes that do not hold elections. Existing work has argued that elections are held by authoritarian regimes to co-opt elites (Gandhi and Lust-Okar 2009) , show regime strength (Magaloni 2008) , receive information about their popularity (Little 2012) , and gain legitimacy (Schedler 2013) . At the same time, elections constitute some of the most important focal points for antiregime activities and political unrest within nondemocratic regimes (Lindberg 2009; Tucker 2007; Shirah 2016; Schedler 2013; Knutsen, Nygård, and Wig 2017) . Following the outlined motivations to use DoS attacks, we should thus expect that DoS attacks are systematically launched during election periods in more authoritarian regimes.
Incumbent governments have strong incentives to minimize the risk of popular unrest during election periods. Whereas democratic regimes are constrained in their ability to use censorship, more authoritarian regimes may seek to minimize unrest by censoring politically sensitive information. DoS attacks can be used to attack opposition and news websites in order to censor accusations of election fraud or calls for collective action. Governments can even engage in preventive censorship and attempt to shut down news outlets they expect to be critical of the regime. For instance, before the Russian elections in 2011, independent news websites were targeted by DoS attacks before the election (Jagannathan 2012) Activist groups should also have higher incentives to use DoS attacks in more authoritarian contexts during election periods. Domestic and international activists might target government and election-related websites to protest against electoral fraud and other repressive government actions as well as support protests on the ground. Whereas democracies have multiple channels for the public to express discontent, channels of contention are limited in more authoritarian regimes, and DoS attacks might be a viable alternative to express dissatisfaction. Anecdotal evidence for attacks due to these motivations were DoS attacks on government websites around the elections in Iran in 2009, Russia in 2011, or Turkey in 2011 (Beyer 2014; Butler 2011; Roberts and Etling 2011) . Thus, our first hypothesis is that:
Hypothesis 1: The frequency of DoS attacks against domestic servers increases during election periods. This effect should be more pronounced the more authoritarian a country is.
This increase of attacks on the country can be either caused by activists targeting a country's government servers and websites and/or attacks on opposition and news websites that are hosted within the country with the aim to silence them. In addition to domestic attacks, many opposition groups and newspapers (unlike government websites) host their websites abroad. If governments use DoS attacks to censor these servers outside their jurisdictions, we should observe that election periods in less democratic regimes should also increase the number of DoS attacks on the countries where these servers are located. Therefore, we expect that:
Hypothesis 2: The frequency of DoS attacks against countries that host domestic media websites increases during election periods. Again, this effect should be more pronounced the more authoritarian a country is.
Lastly, we can assume that the proximity of election is related to the level of political tension, which should increase the closer we get to an election. This should lead to more efforts of Internet censorship and online protesting shortly before, during, and after the election day (Schedler 2013) . Thus, we expect that:
Hypothesis 3: The increase in (domestic and foreign) DoS attacks becomes stronger the closer the respective country is to an election.
New Data to Measure DoS Attacks
For our analysis, we require fine-grained, systematically measured data on DoS attacks. Most of the existing research relies on English language newspaper articles only to code politically motivated DoS attacks (e.g., Asal et al. 2016; Valeriano and Maness 2014) . 3 The reliance on newspaper articles can be problematic due to potential reporting bias: First, only interesting attacks (e.g., those that are large and successful attacks) may be reported by the media, especially when the affected country is already in the center of attention (cf. Earl et al. 2004) . Second, there is a clear bias with regard to English-speaking countries and attacks on other countries, particularly nondemocratic ones, are unlikely to be covered comprehensively. Lastly, Hardy et al. (2014, 1) highlight that especially attacks on human rights organization and civil society actors are less frequently reported, which might underestimate the use of DoS attacks as a convenient censoring tool for governments and state-near groups.
To remedy this issue, we rely on high-resolution attack estimates provided by the Center of Applied Data Analysis (CAIDA 2016) at the University of California, San Diego from 2008 to 2016 (Jonker et al. 2017) . Our data capture one of the most frequently used types of DoS attacks, so-called randomly spoofed attacks. "Spoofing" means that attackers craft their flood of requests to the target such that it appears to originate from one or several fake (i.e., not corresponding to the machine(s) executing the attack) Internet addresses. This helps them hide their true identities but also makes it more difficult for a victim to fend off an attack by simply blocking incoming traffic from a particular address (Zargar, Joshi, and Tipper 2013) . Since the targeted server responds to the fake addresses, CAIDA monitors these responses through their network telescope and can detect them if the fake address falls within the telescope's large address space (approximately 1/256th of all IPv4 Internet addresses). For more details on this estimation method, please refer to Moore et al. (2006) . Overall, our data record more than twenty-two million attacks during this period. Figure 1 illustrates the temporal development of DoS attacks and highlights a worldwide steady increase, especially from the year 2012 onward. This reflects an increase in the number of Internet devices (potential targets) but also that attacks have become stronger and more frequent in recent years. Figure 2 shows the relative difference between the absolute number of attacks between countries from 2008 to 2016. The figure points to large differences between countries: whereas larger and more developed countries such as the United States and Russia experienced the most DoS attacks, fewer attacks were conducted against servers in African countries. There are some significant advantages of our approach, since our data do not rely on media-derived information about DoS attacks. Foremost, our data are not prone to media bias. Most importantly for our research question, this means that media attention, which is likely to be higher during election periods, does not influence our measurement. Second, our data even include the smallest DoS attacks and also attack attempts. Even if the target website is not shut down completely, the attack will still appear within the data. Additionally, we have information about the attack strength and duration, exact time of the attack, and even the targeted IP address, which we use to infer the geographic location of the attacked server. However, there are also some limitations in our data source. For once, our assessment of attacks might be described as conservative because we are only capturing randomly spoofed DoS attacks, which only constitute a subset of all attacks. Nevertheless, recent studies show that spoofed DoS attacks are extremely popular and comparable in numbers to reflection attacks (another popular class of DoS techniques). Due to the fact that both types of DoS attacks display comparable patterns (see Jonker et al. 2017, 105) , our data are a good approximation of the overall level of DoS attacks on a country at a specific point in time. Furthermore, there is evidence that both attack types are sometimes even used in conjunction (Internet Society 2015; Jonker et al. 2017 ). Another limitation is that due to the fake addresses used by attackers, we cannot infer the identity of the attacker or even his or her country of origin. Our analysis therefore focuses exclusively on the country of the target website.
Research Design
In this section, we describe how we aim to test our theoretical expectations using panel data of 186 countries from March 2008 through December 2016. We use oneweek granularity as a good trade-off between temporal accuracy and potential problems due to temporal dependence. Our analysis includes all regimes that held at least one national election during the period of study, as recorded in the ElectionGuide database (International Foundation for Electoral Systems [IFES] ElectionGuide 2017). 4 The focus on election periods has the empirical advantage that election dates are normally determined well in advance. Hence, DoS attacks do not influence election periods and we avoid problems of reverse causality. In the following, we describe the variables included in our analysis and the research design we employ. Summary statistics for all variables are available in Table A .1 in the Appendix.
Dependent Variables
To construct our dependent variables, we use CAIDA's data set described in the previous section (CAIDA 2016; Jonker et al. 2017) . Our first main variable of interest is the number of spoofed DoS attacks per week and country. This variable only measures the overall level of attacks on domestic servers in the respective country, which means that it includes all sorts of attacks (nonpolitical vs. political, the latter against state as well as nonstate actors). Since we cannot distinguish between political and nonpolitical targets in our data, our later statistical analysis focuses on deviations from the overall attack level that can be attributed to elections, assuming that additional DoS attacks during election periods have some political motivation.
Second, as argued above, many potential opposition groups and newspapers host their websites abroad to bypass direct government control and/or due to the better network infrastructure in more developed countries. In order to test our second hypothesis, we therefore construct a spatially lagged attack variable that estimates the number of attacks in those countries where a large number of a given country's websites are hosted. To create this spatial lag for our second dependent variable, we rely on information from www.abyznewslinks.com, which to our knowledge is the only comprehensive listing of news websites worldwide. For countries with very large numbers of news websites (Brazil, Canada, US, UK, Germany, India, and Australia), the data set distinguishes between national and regional sites, and we only use the former. From the news website data set, we use DNS lookups to identify where each website is hosted (van Rijswijk-Deij et al. 2016). We then compute the sum of the attacks in all other countries weighted by the share of the target country's national news websites they host. 5 The indicator is calculated as follows:
where N À i denotes all countries except country i, p ij refers to the proportion of hosted websites of country i in country j, and DoS jt is the number of DoS attacks on country j at time t. While we measure the web hosting relationships between countries using news websites only, it is very likely that other opposition and regimecritical websites follow a similar relationship, whereas government websites are rather hosted within the country. To reiterate the point from above, this variable measures again the overall level of DoS attacks, in this case, on foreign hosts. Thus, we can still not distinguish between political and nonpolitical attacks (a task we attempt to solve in our later statistical approach). One issue with this approach is that we were only able to look up IP addresses for news websites in November 2017. Websites can change their hosting servers and potentially their hosting country. Thus, to minimize error in this variable, we restrict the second analysis to the years 2014 to 2016. We believe that the restriction to three years ensures that the dependent variable is accurate, while still providing enough data to assess the relationship between attacks and elections. We conduct a number of additional analysis to check the robustness of our findings for this second dependent variable.
Explanatory Variables
For our explanatory variable election period, we use information about national election dates from ElectionGuide, including national parliament, senate, and presidential elections (IFES ElectionGuide 2017). Our independent variable of interest is a dummy variable that indicates whether a given week is an election week or is within three weeks before or after the election. We consider three weeks as a good trade-off to capture the increased political tension around elections and to create enough variation in our variable of interest. In further tests, we check the robustness of our findings to different definitions of the election period dummy. As per our hypotheses, we expect the relationship between elections and DoS attacks to hold primarily in authoritarian regimes. To identify these regimes, we use an index for electoral democracy created by the V-Dem project (Coppedge et al. 2016 ). This index measures electoral competitiveness, whether political and civil society organization can engage freely and whether elections are free of systematic irregularities. Furthermore, the index considers freedom of expression and independent media between elections but does not include any measure of Internet censorship. To ease the interpretation of our results, this electoral democracy index is inverted, ranging from 0 (full democracy) to 1 (full autocracy). We refer to this index as autocracy index. In later sensitivity tests, we also run the same analyses using the Polity measure (Marshall and Jaggers 2016) , although this index is not available for the entire period of our analysis.
Method
We employ a panel data approach and include country Â year fixed effects. Using this specification, we not only control for time-invariant country-specific factors that explain the average number of attacks on a country, but we also take annual countryspecific time trends into consideration. Therefore, this approach nets out timevariant yearly developments in a country's Internet penetration, level of censorship, and so on, that might increase or decrease the average number of attacks on domestic and foreign servers and only considers variation within each country-year. A higher number of DoS attacks during election periods (compared to the country-year average) indicate that some of them are politically motivated, assuming that the level of nonpolitically motivated attacks does not systematically change at the same time. Due to the skewed distribution of our attack variables, our main model specification is a log-linear model with an interaction between election period and the autocracy index. The model is specified as follows:
where d i;y includes the country Â year fixed effects and E i;t represents the error term. Due to the fact that our fixed effects are introduced at the country-year level, the main effect for the autocracy index is captured by these as this variable does not vary on the country-year level. Furthermore, we account for serial correlation and heteroscedasticity by using Newey-West corrected standard errors clustered at the country-year level. 6 
Analysis
In this section, we first examine the relationship between election periods and the number of DoS attacks using some illustrative examples as well as bivariate comparisons. Later, we present the main results of our statistical analysis as well as the results of several sensitivity and robustness tests. order to protest against election fraud and to support antiregime activities on the ground (Beyer 2014 ). The right panel shows the development of DoS attacks on foreign hosts in the case of Turkey in 2015 and highlights an increase of DoS attacks before as well as just after the election. This time, anecdotal evidence highlights attacks on critical newspapers, for example, the (now dissolved) Cihan News Agency that was hit by DoS attacks during the November 1 election (Freedom House 2017) . Another recent example of a rise in DoS attacks during an election period could be observed in Gambia in the year 2016. Here, the government heavily restricted the influence of independent media and social media and even blocked Internet access just before the election. The bottom panel in Figure 3 shows that we can see both, an increase of attacks on the country (left panel) and on foreign hosts (right panel). While not all of the attacks on foreign hosts are related to attacks on critical news outlets, these patterns are consistent with the motivation of the Gambian government trying to reduce the impact of independent media.
Descriptive Evidence
To more generally investigate the relationship between elections, DoS attacks, and the level of autocracy, we simply compare the level of DoS attacks per week during election periods with nonelection weeks in democracies and autocracies. As the autocracy index has no qualitative threshold, we set 0.5 as a threshold to classify countries in democratic (autocracy index < 0.5) or authoritarian regimes (autocracy index ! 0.5).
7 Table 1 shows some first differences between democratic and authoritarian regimes. In general, with regard to DoS attacks on domestic hosts, the table reveals that democracies are far more often hit by DoS attacks. This is not surprising, since these countries are, on average, more developed, possess a more extensive IT infrastructure, and are thus much more likely to suffer from cyberattacks. Second, the table also shows that election periods slightly increase the number of DoS attacks, but counter to our expectation, this occurs in autocracies as well as democracies. For the attacks on foreign hosts (2014-2016), we see very similar numbers outside election periods for both regime types (lower row). This number, however, decreases in election periods for democracies but increases for autocracies. In sum, our descriptive analysis provides only limited support for our theoretical expectation that DoS attacks are more frequently used during election periods in more authoritarian countries. However, so far we have only conducted simple bivariate comparisons, without taking into account the continuous character of our autocracy index, country-specific developments, and alternative factors. Therefore, the next section introduces our multivariate statistical models that remedy these shortcomings.
Main Models
Our main statistical models are reported in Table 2 . The models 1 and 2 use the logged number of attacks on the country, and models 3 and 4 use the logged number of attacks on foreign hosts. Models 1 and 3 only include the (noninteracted) independent variable. Here, our results even highlight a (weak) negative relationship between election periods and DoS attacks. Models 2 and 4 include interaction effects with our autocracy index to test whether the effect of elections on DoS attacks is moderated by the level of autocracy. To better illustrate the estimated relationships of the interaction models, Figure 4 shows the estimated coefficient for elections periods conditional on the autocracy index. As already stated above, the models do not include the main effect for the autocracy index as this variable is not varying on the year level and hence captured by the country Â year fixed effects. The left panel highlights the systematic relationship between the election periods and DoS attacks depending on the level of autocracy. In fact, the overall relationship remains negative (but displays overall high levels of uncertainty especially for very authoritarian countries). Thus, we do not find support for Hypothesis 1 that expects a stronger positive effect of election periods on DoS attacks on the country for more authoritarian regimes, and the results suggest that government servers and/or opposition servers hosted within the country are not systematically attacked during election periods in more authoritarian countries. In contrast, in the right panel, we observe a clearly positive trend when it comes to attacks on foreign hosts. The relationship between election periods and DoS attacks is stronger the more authoritarian a country is. DoS attacks on foreign hosts increase by almost 15 percent when a country that scores high on the autocracy index holds elections (compared to the country's average number of DoS attacks on foreign hosts per given year). Since most government websites host their servers within their own country, this increase suggests that during election periods in these regimes, more news and opposition websites may be targeted by DoS attacks. Furthermore, the right panel highlights that the relationship between election periods and DoS attacks becomes already positive for countries that are in the middle of the autocracy index, suggesting that already semi-democratic regimes may make use of the specificity, flexibility, and deniability of DoS attacks to attack news and opposition websites.
The Timing of DoS Attacks during Election Periods
To test Hypothesis 3, we vary the operationalization of our variable election period. In particular, we consider (i) the election week and two weeks before and after, (ii) the election week and one week before and after, and (iii) only the election week as bandwidths. Table 3 shows that in the foreign host models, the coefficients of the interaction term increase in size the closer we move to the election week. Yet, at the same time, the level of uncertainty rises due to decreasing numbers of cases. For the domestic hosts models, the coefficients are largest when we consider the election week only. Nevertheless, the interaction term and model fit still miss conventional levels of significance. Interestingly, the model highlights a small increase for the variable election week alone (model 13), suggesting a higher frequency of DoS attacks during elections weeks regardless of the regime type compared to the respective country-year average. For the foreign hosts model, the interaction effect between the election period and the autocracy index becomes stronger and remains significant the closer we move to the election week. Thus, we find support for Hypothesis 3 that expects that the increase in DoS attacks becomes stronger the closer the respective country is to an election.
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To further investigate whether there are differences with regard to the timing of attacks, we split the election period in a (iv) pre-and (v) postelection period (each lasting three weeks), excluding the election week as here attacks could be captured before, during, and after the election. Table 4 shows that for both dependent variables (DoS attacks against domestic and foreign hosts), the results in our main models appear to be mainly driven by DoS attacks that happen in the postelection period and during the election week, yet, remain significant only for the foreign host models. These additional results suggest that authoritarian governments may primarily use DoS attacks in the election week and afterward to gain electoral advantages, censor accusations of electoral fraud, and/or other regime-threatening content.
Robustness Tests and Additional Models
We conduct several tests to check the robustness of our results to several coding and modeling decisions. The complete results are reported in the Online Appendix. First, there might be the concern that the interaction models do not reflect the data generating process properly. To investigate whether this is the case, we divided the data again in democracies and nondemocratic countries using the cutoff value of 0.5. Table A .3 shows the same patterns as in our main models. The table highlights that election periods in nondemocratic regimes are on average associated with an increase by 7.91 percent (95 percent confidence intervals: 3.99 percent -11.84 percent) of DoS attacks on foreign hosts. In contrast, for clearly democratic countries, election periods are significantly and negatively related with DoS attacks on foreign hosts. With regard to attacks on domestic hosts, the models do not find systematic relationships. Second, even though election periods are normally determined well in advance, it might be that in some cases, elections are postponed or held earlier than expected due to increasing political tension and violence in the country. In order to control for this potentially confounding factor that also may influence the frequency of DoS attacks, we add a weekly measured logged variable on the number of violent conflict events based on the Georeferenced Event Dataset for each country (Sundberg and Melander 2013) . Table A .4 shows that the inclusion of this variable does not alter our results.
Third, we conduct analyses using the normalized inverted Polity 2 index of the Polity IV project (Marshall and Jaggers 2016) instead of the V-Dem index for electoral democracy. The results, reported in Table A .5, show the same patterns as compared to our main analysis. Fourth, to deal with short-term time trends, we include country-specific nonlinear time trends (cubic splines) to our models. Table A.6 shows the coefficients become smaller but remain significant for the foreign host model. Fifth, to counter concerns that our results are driven by a large number of small DoS attacks, we rerun our main models with the number of large DoS attacks as the dependent variable. We define large attacks as DoS attacks that belong to the top 30 percent of attacks on a country-year, as measured by the intensity of the data traffic used in the attack (maximal number of data packets per minute). The patterns as shown in Table A .7 are still the same.
Sixth, we run models including lagged dependent variables to our main models to address concerns about time dependencies differently (Wilkins 2018) . Models A.8.1 to A.8.4 show that the directions of the coefficients remain similar when we use our main specification of election periods. Yet, the coefficient sizes become overall smaller and the coefficients display higher levels of uncertainty (but stays significant for the interaction term for the foreign host model). When we only consider the election week, the coefficients are almost the same as in the election week model for foreign hosts reported in Table 3 (see model A.8.8), while elections alone are not anymore significantly related to an increase of domestic hosts (see model A.8.3).
Additionally, we conduct further tests addressing potential issues with our proxy for attacks on foreign hosts. First, it might be that the news websites could have changed their server location in the years from 2014 to 2017. Using historical DNS lookups from OpenINTEL allows us to investigate hosting patterns for a share of the news websites (those with .com, .net, and .org addresses) until 2015. While for 2016 almost 80 percent of the lookups only resolve to one unique country, this statistic decreases to 64 percent for the two years. To counter concerns of measurement errors, we run the foreign host models again for the year 2016 only, which is the year closest to our measurement. This reduces statistical power; nevertheless, the patterns of the coefficients remain the same and significant for the interaction term in the foreign host model (see Table A .9 in the Online Appendix). Second, we conduct placebo tests for our proxy for attacks on foreign hosts to counter concerns that the variable does not really capture relevant websites. To this end, we randomly assigned the proportions in which foreign countries host their news websites, excluding the foreign countries where we empirically observe the true shares. Model A.9.4 shows that we do not find a significant association anymore. Third, there might be the concern that our proxy for foreign hosts is biased as approximately 21 percent of our collected newspaper use content delivery networks, a service where regional distributed servers provide the content of websites.
9 To investigate whether this alters our result, we recalculated our proxy for attacks on foreign hosts and run our main models again. Models A.9.5 and A.9.6 show similar results.
Finally, we investigate a potential nonlinear relationship between the level of autocracy and DoS attacks during election periods. For this, we include an additional interaction term between election periods and the autocracy index as a squared term to the regression analysis (see Table A .10). Figure 5 displays the estimated interaction effect for these models and reveals some interesting patterns. First, while the right panel (DoS attacks on foreign hosts) shows the same trend as in our main models, the positive relationship of election periods and the number of DoS attacks on foreign hosts become again smaller if the country is highly authoritarian. This may be explained by the fact that these countries also have access to other technical capabilities (e.g., national firewalls or DNS filters) to implement foreign censorship. However, as the confidence intervals are quite large for these regimes, it is likely that DoS attacks are still a frequently used tool also in highly authoritarian regimes.
Second, the left panel (DoS attacks on domestic hosts) now also displays a large positive interaction effect for election periods on domestic servers when the country is at the right end of the autocracy index, as well as small increase when it very democratic. How can we explain this? We argue that, in particular, in highly controlled regimes, opposition or critical news websites should more likely host their servers abroad to escape direct government control. Thus, increasing numbers of DoS attacks during elections on websites hosted within the country rather include DoS attacks on government and state-related websites only. Hence, while we cannot tell for sure whether government or opposition websites were targeted domestically, it appears that the increase of DoS attacks in highly authoritarian regimes might be primarily explained by domestic and international activists targeting government(-related) websites. In these regimes, the government violates free elections in an obvious manner and uses means of increased repression. Both points foster the motivation to launch DoS attacks and make the use of DoS attacks more likely as they are less costly compared to high-risk forms of collective action, for example, street protests. With regard to the second observation (the positive relationship between election periods and DoS attacks in highly democratic countries), it may be that these attacks reflect the use of DoS attacks for interstate disputes (Valeriano and Maness 2014 ). Yet since this finding remains beyond conventional levels of significance, it seems that recent reports of DoS attacks by presumably Russian actors during elections in the United States, Sweden, and France appear to be (still) rather the expectation than the rule.
Conclusion
In this article, we show that DoS attacks are not only used for criminal activities but also for political purposes. While election periods in democratic countries are not related to a systematic increase in DoS attacks, we show that election periods in authoritarian countries increase the frequency of DoS attacks. In particular, our empirical results support our theoretical expectation that authoritarian regimes are using DoS attacks to export censorship and target independent news and other opposition websites hosted abroad during periods of political contention. In these countries, we see clear evidence that the intensity of DoS attacks increases the closer the respective authoritarian regime is to an election. Our findings have some important implications for civil society actors, NGOs, newspapers, and dissident groups in political regimes. In addition to hosting their servers abroad to escape direct government control, these actors should invest in DoS mitigation services, especially around elections and other contentious periods to protect themselves against DoS attacks. This would ensure that citizens and the global audience can still access information from independent media, even though governments or state-near groups try to disrupt their services. Future work should study methods by which these attacks could be more reliably traced back to their initiator, facilitating accountability. Researchers might also study the types of news organizations, blogs, or dissident groups that are likely to be targets of such attacks abroad.
More broadly, future research should help map how these tactics are used alongside traditional means of autocratic censorship and repression. For example, in what way do nondemocratic regimes use of DoS attacks compared to conventional means of censorship and repression? Are DoS attacks used as a complement to classical means of repression or do they partly replace them? And at what point do governments employ more drastic means of just-in-time censorship such as complete network outages?
